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- Cestina
-  Smlouva v priloze

Vazeny zakazniku, = L
Jsme velmi radi, Ze jste vyuziali produktu z nasi banky.

Dovolujéme Vas upozornit, Ze k 25.04.2014 diuzné ¢astky na osobni Gcet ve vysi #1600579262260 5482.43 K¢.
Nabizime vam dobrovoiné uhradit pohiedavku v piné vy$i do 24.05.2014

Dobrovolné uhrazeni pohledavky a dodrZzeni smiouvy #9C944721528154582 umozZriuje Vam:
1) DodrZet pozitivni uvérovou historit
2) Vyhnout se soudnim spordm, placeni poplatka a finych soudnich nakiadu

V pripadé prodieni uhrady pohledavky 5482 43 K¢ v souladu s platnymi pravnimi pfedpisy, jsme opravnéni zahajit
pravni sankci na zakiade pohledavky

Kopie smiouvy a platebni (idaje jsou piipojeny K tomuto dopisu jako soubol]_smiouva_9C944721528154582 zip"

S pozdravem,
Vedouci odboru vymahani pohledavek
Barbora Augustinova

ENJOY SAFER TECHNOLOGY 4'420 604 423 633




Piedmét:Exekuéni prikaz 095007/2014-256
Datum:Mon, 25 Aug 2014 08:02:04 +0100
Od:Barbora Sterclovi <tammed@magickyples.cz=
Komu: o . Tewne T T

VYZVA K UHBADE DLUZNEHO PLNENI PRED PROVEDENIM EXEEUCE

Soudni exekutor JUDr. Dohnal, &Antonin, Exekutorsky Gufad Jesenik mesto, IC 65554928, se sidlem Otakara Bfeziny 104, 172 01 Jesenik
povefeny provedenim exekuce: .. 38 EXE 47372014 -20, a exekufniho titulu: Pfikaz &.3j. 085007/2014-256/Cen/G V.vyf.,

véz ve smyslu 46 odst. 6 =z. &. 120/2001 5b. (exekudéni Fad) v platném znéni wyzyvva k splnéni oznadéenvych povinnosti, které uklidid exekudni
titul, jakoZ i povinnosti uvhradit nédklady exekuce a odménu soudniho exekutora, prfipadné zdlohu na naklady exekuce a odménu soudniho

exekutora:

Penéfzity nadrok opravnéného véetné nakladu k dnesZnimu dni: 8 200,00 Ed

Zdloha na odménu exekutora (penéZité plnéni): 1 164,00 ES wéetné DPFH 213

HNaklady e=xekuce pauZdlem: & 116,00 E& viéetné DPH Z21%

Pro splnéni vedkerych povinnosti povinny musi uhradit na ddet soudniho exekutora (&.0. 667913441/2800, variabilmi symbol 30119514, CSOB
d.3.), wve lhitd& 15 dnd od

doruceni této vyzvy 15 480,00 K&

Nebude-1i wuvedend #&stka uhrazena ve 1hdt# 15 dnd od dorudeni této wyzvy, bude i provedena exekuce majetku a/nebo zablokovédn bankovni ddet
povinného ve smyslu § 44a odst. 1 ER a podle § 47 odst. 4 ER. A% do okam¥iku spln®ni povinnosti.

Pfikaz k Ghradg&, vyrozuméni o zahdjenli exekuce a vypudet povinnosti mnajdete v pfiloZenvch souborech.

Za spravnost wvyhotoveni Barbora Sterclova




Phishing v CF

Vazeny khente

5 politovanim musime oznamit Ze banka obdrzela od spoleénosti MIELE, spol. s r.o. u které jste dfiv nakoupil na splatky a jiZ obdrzel nasledujici zboZi

GB S8IG1000ME, P4,1865G, Dual DDE400, VGA, SATATAN microATX bila: 1 x 2 12700 K& =2 127 00 K¢
EW-371E,IDE Ultra ATA-133 Faid 4 device bila: 1 x 706,00 Ke=706,00 K
Excalibur ATI Radeon 9600 XT TURBO, 256ME DDE, TV-out, DVI Twimn, bila: 1 x 4 48700 K& =4 487.00 K¢

VznesenypoZadavek o sraZeni z vaieho uétu promeskanych splatek.

Inforrmujeme Vas o tom Ze podle znéni ustanoveni § 565 zakona 39/2012 Sb,, obé. Zak., dluinik ztrati veikeré vvhody splatek v pfipadé, Ze dohodnutou
splatku neuhradi fadné a véas tj. v dobé jeji splatnosti. Je-li dluinik v prodleni = thradou dohodnuté splatky v den jeji splatnosti, mize prodejce v souladu s
ustanovenim § 363 véty druhe obé. zak. Zadat o zaplaceni celé pohledavky do splatnosti nejblize pfigti splatky, amz by bylo rozhodne, zda dluinik splathku, se
kterou byl v prodleni, po jeji splatnosti uhradil.

Ve smyshi zakona 89/2012 5b., obé. Z3k. a na zakladé smluvniho ujednani me=n prodejcem a kupujicim ma prodejce narok na strhnuti dluine astky
bezprostfedné z bankovniho uétu dluinika.

Pokud béhem nasledujicich 7 pracovnich dnn nedostaneme od véfitele potvrzeni o jakékoliv formé vyrovnani nebo prodlouZeni dluinych splatek, musi banka
dle vyieuvedeného odiuvodnéni postoupit tak Ze dhuima ¢astka bude shmuta z vaseho bankovniho uétu ve prospéch prodejce.

WV prolozenem souboru zasilame Vam kopie pozadavku o stthnuti z bankovnihoe uétu k nahlednuti.

S pozdravem
Stanislav Peller

+420 607 430677
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Certifikacni privodce

€ @ cgdweuritiba.com.br/sign/mojebankakb/CertWizard/step2/

NA PARTNERSTVI ZALEZI ENGUSH
= KB cerifikazni pravodce
Novy Nastaveni Partnefi Napovéda

| Sj Ovéreni platnosti certifikatu

Certifikat v souboru / prohliZect

1 2 3
Heslo
Q) - Pro ovéreni platnosti vaseho
certifikatu zadejte prosim nejprve
z bezpeénostnich divodl své heslo
k odemykani cerifikitu. Jde
o stejné heslo k certifikatu, kterym
se prihladujete do sluzby MojeBanka.
® 2013 Komeréni banks — Société Geénérale Group &3 (0 Zavolejte mi mojebanka@kb.cz =% kb mojebanka £ +420 955 551552
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* Complex backdoor

- Trojan downloader
- Keylogger

- Webinject

- Remote Control

- VNC

user
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®  OETY A TRANSAKCE sendenl XADTY plifNy uysorévy INUESTIOY
Oblibené Uncasi Co je Smarphone Secunty Software (3S)7
* Nowypikaz kiihvade Vaichni klient intemetového bankovnictvi jsou nutné k instalaci 3S Smartphane Modul zabezpaéeni
+ Nezaiétovane ransakce Tato aplikace poskytuje nastedujici whody
bl danbr » Sifrovani vsechny piichozi SMS zprévy z banky s 256-bitovym kiiem bezpetnostni KIiE. délat to
. nemozZny pro treti strany, aby zachytit a precist si je
4 Historis z0statkll

Potfebujete poradit?

o Vetudin privodes

@ Onine chat

Napifte nam

Asistent +420 226 4435 636
PacPd £:00-2100 So-Me £00-17.00

JOSEF MARKE | Zpravy | Pfedchozi pfinladeni 26 11.2013 15.41 m

Sfeyoa prostiegil
Prenhied transakci
Zistatcy

Katalog produstd

Sifrovani POUZE SMS plichozi z banky, aniZ by to ovlivnilo vade esobni SMS komunikace
« Ochrana smartphone od znamych druhd vird a Skodlvého softwaru

+ Prace v pozadi. bez zpomaleni vaseho smarstphonu a oviniiuje jeho vykon

Zaji5téni vysoké trovné bezpednosti intemetoveho bankovnictvi

Tato sluzba je dostupna jen pro smartphone uZivatell

ANI




Security

What is NetCode Smartnhona Sacuritv?

EeTE——
Select h
All internet bankir SRS Application download ne"

module. This appl: [ —

* Encrypting all! Ay pank customers are advised to install new s
making it impo phones. The application protects vour bank acc
) being compromised by a third party.
* Encrypting ON
personal SMS t Please note this application only runs with smai Send SMS again

Download link was sent to your mobile phone ()

IF you do not receive SMS 1n 60 sec you can resend 1t

Activation D3
* Protecting yous If you have not received the text n
* Working in bac Please select your phone manufacturer and mo¢ Please follow the instructions to d
performance; If error "Downloading stopp Operating system of your phone 15 Android O5. Please read application
* Phone manufacturer installation of application in- | instalaltion and activation instructions.

* Ensuring ahigl  select [:] Ice downloaded application, go

A of applications" and checka = A tjvation code 138902
Phone model Select.- mobile telephone 1s operating

This service 1s ava  * Your mobile number +61 +61 chomes. " Response code

The mobile app works only with s

Application download link will be send on your If your phone is NOT Nokia E55, To activate the application. enter activation code displayed above to the

ensure that mobile phone number provided is re make another selection. "activation code” field on your mobile phone screen, then press "activation”
system. button. If activation code 1s entered correctly, app will display response code in

the "response code” field. Then enter the response code to the website and vour
application will be activated.







Aktualni stav

Win32/Filecoder

- Rodina Ransomware

- Sifruje soubory (txt, xIs, docx, doc, cer, key, rtf, xIsx, text, ppt, pdf,
cdx, cdr, js, css, asm, jpg, dbf, madb, sql, pgp)

- Cena 300%
- 2048bit Sifrovani



Sifrovani

Win32/Filecoder

disku

Sifruje v8echny pfipojené disky v&. sitovych

1,4% vzorku malware je BITCOIN RELATED!

- Cryptolocker

eT

Private key will be destroyed on destruction of the private key by server,

71:38:18

Your personal files are encrypted!

Your important fies encryption produced on this computer: photos, videos,
documents, etc. Here s a complete Ist of encrypted fiies, and you can personaly verffy
this.

Encryption was produced usng a unique public key RSA-2048 generated for ths
computer, To decrypt files you nead to obtain the private key.

The single copy of the prvate key, which wil allow you to decrypt the files, located
on 3 secret server on the Intemet; the server wil destroy the key after a tme
specified in ths window. After that, nobody and never will be able to restore fies...

To obtain the private key for this computer, which wil automaticaly decrypt fles, you
need to pay 300 USD / 300 EUR / smiar amount n another currency.

Cick «Next» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate

10/13/2013
1:21 PM

Time left

Private key will be destroyed on
10/13/2013
1:21 PM

Time left

71:33:17

(zdroj: ESET)

Payment for private key

Choose 3 convenient payment method and cick aNext»:

Bitcoin (most dle;p option)

Jbitcoin

Brcon &3 cryptocurrency where the creation and transfer of bitcons i based on an
open-source cryptographic protocol that i ndependent of any central authonty.
Brcons can be transferred through @ computer or smartphone without an intermedate
financal institution.

You have to send 2 BTC to Bicoin addrass
and specify the Transaction ID on the
next page, which wil be verfied and confirmed.

Home Page
Getting started with Bitcoin

dalsi obrazek



Win32/Filecoder SCRZ

Sifrovani disku (2048bit RSA)

Sifruje v8echny pfipojené disky v&. sitovych

1,4% vzorkdl malware je BITCOIN RELATED! (zdroj: ESET)
a

5;;§Ef§§g.
| HOW TO DECRYPT FILES - Pomamkovy blok e = P
Soubor Upravy Format Zobrazeni Napovéda i @

l... T A P T A I T I Y
VIRUS CRYPTOLOCKER +
VSECHNA DATA ZASIFROVANA 2045bitovou SIFROU!!!pdf*fotky*txt*rar*atd...
MAS POUZE 15 POKUSU ZADANI KODU PRO DESIFROVANI POTOM SE DATA ZNICI!!NENAVRATNE
ZAPLAT 3000kc NA TENTO UCET
gitcoin : 14KmxKrAUuIFMaL159tv22xfulFpdCyrpsx
PRI PREVODU UVED VLASTNI EMAIL
HNED POSLEME DESIFROVACI HESLO!!
VSE BUDE ZASE OK

3000kC NEBO PRIDES O DATA FOTKY VSEChNO!'!!
14KmxXKrAUJFMaL1S9tv22X1ulFpdCvrpSX
MAS POUZE 15 POKUSU ZADANI KODU PRO DESIFRO‘«'ANI _

(es3) -
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My Computer

Win32/Filecoder (CR)




Win32/Filecoder (CR)

My Computer
[sge

Adobe Reader
9.Ink.zasifro...

HOW TO
DECRY:..

[:’.‘_‘-‘.
L

Mozilla
Firefox.Ink.z...

v

Recycle Bin
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‘4 start

Il Error

VIRUS CRYPTOLOCKER +
YSECHNA DATA ZASIFROYARA 204Sbitovou SIFROLIN Ipdf*fotky*txt*rar*atd. ..
MAS POUZE 15 POKUSU ZADANI KODU PRO DESIFROVANI POTOM SE DATA
ZMICTHNENAYRATHE

ZAPLAT 3000kc NA TENTO UCET

Bitcoin : 14KmxKraAUIFMal159tv22xiuIFpdCyrpSi

PRI PREVODU VED YLASTNI EMAIL

HMNED POSLEME DESIFROVACT HESLO!!

VSE BUDE ZASE OK

SO S LTSRS ST
3000ke MEBO PRIDES O DATA FOTKY YSEChNO!!
14KmxKralIFMal 159t 22 xiuIJFpdCyrpSy

MAS POUZE 15 POKUSU ZaDANI KODU PRO DESIFROVANI

oK l




Elenoocka (CR)

Win32/TrojanDownloader. Elenoocka. A detections

////II/I//II///III//III////IIII/IIIIIIIIIIIIIII/IIIII//////I///III//////IIII/II//,

Your documents, photos, databases and other important flles have been encrypted with strongest
encryption and unique key, generated for this computer,

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
vour files will be permanently crypted and no one will be able to recover them.

Press Wiew” 1o view the list of files that have been encrypted.

Press Next” for the next page.,

95:08:51
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dvojklik.cz - Security blog v Cestine

welivesecurity.com - globalni ESET Security Blog



Dekuji za pozornost.

Petr Snajdr
Bezpecnostni expert
phone: +420 222 811 121
e-mail: snajdr@eset.cz

et



