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Agenda

» S0C - vime jak na to

» S0C - Co to je a co to neni

SO0C vs Incident Response
SO0C vs Kyberneticky zakon
SO0C vs MSS

» Z ceho slozit SOC

Vlastni SOC
SO0C jako sluzba
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S0C
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Co je to SOC? A hlavné co neni SOC!

» Security Operation (Center

Bezpecnostni Provozni Centrum

» SO0C & Managed Security Services
Externi a Interni penetracni testy

FW konfigurace
WAF-.+ NAC- DLP...

» S0C -> Incident Response
ReSeni incidentd
CSIRT tym

» SO0C & Kyberneticky zakon

+/- 85 poZadavkl. vice nez polovina poZadavkl mimo ramec
SO0C
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SOC -> Incident Response (CSIRT)
» Log Management
» SIEM

» Tickety

» Procesy

» Assety
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SOC & Kyberneticky zakon

» Fyzicka bezpecnost

» Ochrana integrity komunikacnich siti

» Ovérovani identity uZzivatelu

» Rizeni pfistupovych opravnéni

» Ochrana pred Skodlivym kdédem

» Zaznamenavani c¢innosti

» Detekce kybernetickych bezpecnostnich udalosti

»
Sbér a vyhodnoceni kybernetickych bezpecnostnich u

dalosti
» Aplikacni bezpecnost
» Kryptografické prostredky

wdadsthatni technologie podporujici org-. a tech.



Priklad SO0Cu

AXENTA Advanced
SOC



AXENTA Advanced SO0C

Optional Components

® IP Management

D Vulnerability Assessment

® Operation Monitoring

B Anomaly Detection (NBA)

®¢ Privileged Access Monitoring
*J Firewall Audit & Monitoring

Threats =
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AXENTA Advanced SO0C service

Optional Components

@ |P Management

2 Vulnerability Assessment

#® Operation Monitoring

B Anomaly Detection (NBA)

®4 Privileged Access Monitoring
*¥ Firewall Audit & Monitoring

Threats =
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Network anced Collector
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FWs

Identity
Monitoring

Operatol

10/5 nebo 24/7
operator + analytik +
administritor

Soc + CSIRT
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Diskuse
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