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Think fast:

Riverbed Performance Management
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DoS, nas se to netyka?
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Zijeme v IT svété bez hranic.

Borderless Network ve smyslu Cisco - umoznuje
organizacim pripojit kohokoliv, kdekoliv, kdykoliv a na
jakémkoliv zarizeni - bezpecné, spolehlivé a bez problému.

Vy, \v/éé pocitac a Vase data Vytvorené hranice Budoucnost IT bez
vzdy spolu. IT architekturou hranic.
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Noveé ulohy, stare nastroje

... nastroje 20. stoleti

Riverbed Confidential



riverbed

Znat vsechny komponenty!

. @J Web-LB d—
Web-SSL

EndUsers WebVIP WebFarm

LDAP | g

LDAP-Servers
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Komplexni Viditelnost s Flow & Pakety riverhed

INTERNE PACKETS
WAN METRICS

.
1—‘_—r§

LS

Jednotny logicky,
BT <—  deduplikovany
Zaznam
end-to-end flows

CASCADE DATA STORE

= Flow data poskytuje efektivni viditelnost end-to-end
= Packet data poskytuje podrobny pfehled o vykonu aplikaci - v pfipadé potreby
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Automatizovany monitoring
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Nasténka s nahledem " kyC eo JfVl VI'SIfC ny
stavu sité a aplikaci. | A omponenty aplikace.

) —

Analyze: Automatizovana
analyza zmén v chovani a
zabezpeceni v€asného varovani.
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Vsechny metriky vasi site riverbed

Current vs, Typical Total Number of Hosts Options «
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*Kdo pravé pouZiva dané zarizeni

Normalizace dat umozriuje sledovat Cetné
bezpecnostni a vykonnostni metriky ve vasi
siti.

Jakmile systém vytvori zakladni linii (Seda
¢ara) muzete nastavit toleranci pro zménu
(zelena cesta). Kdykoliv aktualni chovani
(modra Cara) prekroCi nakonfigurovanou
toleranci, systém posle upozornéni.
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Kompletni viditelnost site

Applications Starting 1 min ago Cx)‘ ‘V\
Sorted by Avg Bitals Event Report (Mar 1, 2014 8:48 AM - Mar 31, 2014 9:48 AM)
-S5L(72% . *  Triggering Policies: Within Security
MSEM (3.7%) rlverhed Time frame behavior: The event period overlaps the time frame
- SMB (1.9%) -
_ Citrix_ICA(16%) TSNS
BitTorrent {1.0%
*'0"':;(8;%) ’ Events 21 - 40 of 266 |V
h Event ID 4 | Alert Level | Severity | Analytic | Palicy Start Time Duratien Source |Destinatiun 1
FEFTEn e 100 Host Scan  HostScan Mar 30, 2014 5:374M 3 minutes 32 sesoeds L : Muitipl= B
WEB (15.8%) 112035 Psea 85 HostScan  HostScan  Mar30, 2014 5:268M 51 minutes 57 s=wonts o Muitiple
111260 Prow &4 Worm Worm Mar 30, 2014 8:37 AM 3 minutes 58 szconds  Multipl Muitipl=
110238 Piac 85 HostScan  HostScan  Mar30, 2014 7:26AM 51 minutes 58 s=wonts  colomaikbu.cprstoom  Multiple
108282 P 85 HostScan  HostScan Mar30, 2044 5:368M 54 minutes SEsmmrds o Multipl
SSH(21.1%)
uncisssified (20.9%)
Applications Starting 1 hour ago D v,
Sorted by Avg Bitafs
25M
« Zjistit, které aplikace jsou v nasi siti oM
o Vg s 13 v V413
* Rozpoznat dulezité a “rekreacni
. 2
aplikace &

™

» Ziskat viditelnost aplikace - kdo,

SO0K
kdy a odkud aplikaci vyuzival "
« Alarmovat pfi podezielém chovani - i i fE
- FaceBook YouTube == Gmail - Skype
== YahooMsgr - SharePaoint - Twitter - BitToment

Google_Plus  ~— Amazon
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WAN Nodes - Boston & NY INBOUND Interfoces

ANALYZA PROBLEMU V SITI

Hatciyed tatarm, Balyrtamey Tradin fant Lint Houe 1Y, Uiasalin)
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| Tuafficfor this Network Interface  » | Byapes |
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1n4 Interface Optimization Report b By Paorts

| By Part Groups

riverbed

Problém s vysokym

vytizenim site.

" Jakeé aplikace mam v siti?
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Host Pair 1-4of4 Vv
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. . Kto to zpusobil?
0 10.65.2.82 Cambridge 10,192, 30,127 Carmbridge 20,395,288 (993
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Laszt 5 Minutes

Nasli jsme. Je to John Smith!

User

'Host | Time + | User

| Name | Diamain

| AD Source | Logaed Ir||

D Workstation-7

Dec 16, 2009 12:30 F‘Ml john-smith

fes

riverbed.com | 172.31.0.39
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Packets for this Host F
Packets between these Hosts F

LRa e = |

©2013 Riverbed Technology. All rights reserved. Riverbed and any Riverbed product or service name or logo used herein are trademarks of Riverbed Technology. All other trademarks used herein belong to
their respective owners. The trademarks and logos displayed herein may not be used without the prior written consent of Riverbed Technology or their respective owners.



Co vidime v siti.... riverbed

e Host Scans

e Port Scans Current
e Worm Detection nrsoars j
o New Service/Application "= RN
TUESDAYS \ A
e New Host MONDAYS IO
o . SUNDAYS RNURNEAN Dynamic
e Suspicious Connection  seruroars SRR Baselines
FRIDAYS BN AN |
e Tunneled Applications .
ource
» P2P & BOTS " Destination

e User Defined Policies
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Bezpecnost pod kontrolou

Configured Policies ¥ Shaw alert counts for the last Global Policy Settings...

Mame ¥ Low Alerts Medium Alerts High Alerts Enabled Actions

DoS/Bandwldth Surge 0 0 0 Yes Advanced settings Disable , ., . ; i
Host Scan 0 0 2 Yes  Advanced settings Disable Analyza chovani detekuje udalosti
MNew Host 0 0 0 Yes Advanced settings Disable v , . o

New Server Por 0 0 0 Yes  Advanced settings Disshie zalozené bez podpisu.

Port Scan o [¥] 1 Yes Advanced settings Disable

Susplclous Connectlon ¥] ¥] ¥] Yes Advanced settings Disable

Warm V] ¥] 1 Yes Advanced settings Disable

@D

Analyza chovani sité jako jsou DOS utoky, skenovani

= = =} l;:l e I
o A4 r o r o v .
portl, podezrelych serverd DHCP, novych hostu, Cervy oo oo ooooot
a dalsi. o I v s o e O |
User Defined Policies New... v Monitorovani Vasich
Analytic Name T Schedule Severity Enabled Actlons H 7 1 4 4 A
Host Compliance-RegulatedAccess Daily 12:00 AM-11:5% PM 100 Yes View Edit Delete Copy Disable flremnICh apllkaCI V realnem
Host Firewall Tunneling Activity Daily 12:00 AM-11:55 PM 50 Mo View Edit Delete Copy Enable éase
Host P2P Application Activity Dally 12:00 AM-11:5% PM 100 Mo View Edit Delete Copy Enable )
Host P2P Port Activity Daily 12:00 AM-11:55 PM 75 No View Edit Delete Copy Enable
Service Map: Sharepoint W

Interface Service Assurance Weekdays B:00 AM-5:55 PM 100 Mo View Edit Delete Copy Enable S
Host SpamBot Activity Dally 12:00 AM-11:59 PM 100 Mo View Edit Delete Copy Enable
Host Tunneled Application Activity Dally 12:00 AM-11:55% PM 75 Mo View Edit Delete Copy Enable AuthensicationService ’
Interface VelP is not tagged correctly Daily 12:00 AM-11:55 PM 100 Yes View Edit Delete Copy Disable —

DalSi postupy pro nepfripustné chovani, jako jsou P2P,
tunelovani a spam Cinnosti.

/ 1 SharepointebSeners | j —
SharepointWeb *

Enclsers

DBTransactions ’

Sharepoint+-MS3QL-Servers
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INTELIGENTNi MONITORING S DYNAMICKOU ANALYZOU riverbed

CHOVANI

Doba odezvy se odchyluje od normalni a spusti se vystraha.

1500
§] /N
é S00 T mee—————— AL s e
[} T T T T T T
Aug 9,11 Aug 9, 11 Aug 9, 11 A9, 11 Aug 8, 11 Aug 9, 11
&:00 am 715 am 5:30 am 9:45 am 1100 am 12:1S pm
Normal Range Low Alert Range — Avg Bits/s (Rx) Typical Avg Bits/s (BRx)
Outlier

MTTR

_ Analytika Vas mlze upozornit na
Analytika problémy sité a aplikace rychlej,
nez koncovy uzivatel

Zpomaleni aplikace Uzivatel vola zakaznickou linku
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